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Abstract: The rapid transition toward 800-V electric vehicle (EV) architectures and the integration of 

Advanced Driver Assistance Systems (ADAS) have introduced unprecedented challenges in electromagnetic 

compatibility (EMC). This research explores the dual-front problem of conducted electromagnetic 

interference (EMI) originating from high-power switching converters and the signal integrity requirements of 

10G automotive Ethernet. By synthesizing regulatory frameworks from the United Nations and the European 

Commission with contemporary power electronics modeling, this study investigates the mitigation of 

common-mode noise and high-power electromagnetics. Furthermore, the paper provides an extensive analysis 

of shielding effectiveness in camera-based ADAS lighting controls, validated through simulation 

methodologies. The findings suggest that while wide bandgap (WBG) semiconductors offer efficiency gains, 

they necessitate sophisticated filtering and PCB-level shielding to remain compliant with international 

standards. This comprehensive study bridges the gap between power-level noise generation and signal-level 

interference, proposing a holistic design framework for the future of autonomous and electrified 

transportation. 
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Introduction 

The modern automotive landscape is undergoing a paradigm shift characterized by two simultaneous revolutions: the 

electrification of the drivetrain and the digital transformation of the vehicle cabin through autonomous features. As 

vehicles transition from internal combustion engines to high-voltage electric platforms, the electromagnetic environment 

within the vehicle becomes increasingly complex. The introduction of 800-V powertrain systems, while beneficial for 

charging speeds and efficiency, exacerbates the generation of electromagnetic interference (EMI) due to high-speed 

switching transients. At the same time, the integration of high-bandwidth communication protocols, such as 10G 

automotive Ethernet, requires a level of signal integrity that is constantly threatened by the noisy power environment of 

the electric vehicle (EV). 

The fundamental challenge of electromagnetic compatibility (EMC) in this context is twofold. First, there is the 

necessity of containing the emissions generated by power electronic converters, such as bi-directional DC-DC units and 

motor drives. These components utilize high-frequency switching to achieve high power density, but this process 

inherently produces conducted and radiated emissions that can interfere with sensitive onboard electronics. Second, 

there is the requirement for immunity. Systems such as the Controller Area Network (CAN), Local Interconnect 

Network (LIN), and the aforementioned automotive Ethernet must operate without error in an environment saturated 

with high-power electromagnetics. 

Historically, EMC was treated as a secondary concern, often addressed through "band-aid" solutions like adding ferrite 

beads or shielding after the prototype phase. However, as noted in early studies on the history of electromagnetic waves 

(Sengupta and Sarka, 2003), the fundamental physics of wave propagation and interference dictate that mitigation must 

be integrated into the initial design phase. The regulatory landscape has kept pace with these technical challenges. The 

United Nations and the European Commission have established rigorous standards (United Nations, 1958; European 

Commission, 2004) to ensure that wheeled vehicles do not emit excessive interference and are sufficiently robust against 

external electromagnetic fields. 
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Despite these regulations, the emergence of the Internet of Things (IoT) in the automotive sector adds another layer of 

complexity. With projections suggesting an eleven trillion dollar impact for IoT applications by 2025 (Manyika and 

Chui, 2015), the vehicle is no longer a standalone machine but a node in a vast, interconnected network. This 

connectivity requires high-speed data links, such as 10G Ethernet, to support real-time data from camera sensors and 

LIDAR for ADAS applications. The interaction between these high-speed data lines and the high-voltage power lines 

creates a significant risk of cross-talk and data corruption (Karim, 2025). 

The literature gap addressed by this research involves the synthesis of high-power EMI suppression techniques with the 

specific signal integrity needs of ADAS lighting and camera controls. While previous research has focused on either 

power electronics (Hariharan et al., 2023) or communication protocols (Bosch, 1991; LIN Consortium, 2003) in 

isolation, this article provides a unified analysis. It examines how the adoption of wide bandgap (WBG) switches-such 

as Silicon Carbide (SiC) and Gallium Nitride (GaN)-affects the common-mode EMI profile and how these effects can 

be mitigated at the PCB level using advanced shielding and filtering. 

Theoretical Elaboration on Power Electronics and EMI Generation 

At the heart of every electric vehicle is the power electronics system, which serves as the intermediary between the 

energy storage system (battery) and the propulsion unit (motor). The operation of these systems relies on Pulse Width 

Modulation (PWM), where semiconductor switches open and close at kilohertz or megahertz frequencies. While this 

allows for precise control of motor torque and battery charging, the steep rise and fall times (dv/dt and di/dt) of the 

voltage and current waveforms are the primary sources of conducted EMI. 

The bi-directional converter, particularly in low-voltage motor drive applications, is a critical component for energy 

recuperation and efficient power distribution (Hariharan et al., 2023). However, these converters are notorious for 

generating common-mode (CM) noise. Common-mode noise occurs when current flows through the parasitic 

capacitances between the power circuit and the vehicle chassis (ground). As the switching frequency increases-a trend 

driven by the need for smaller components-the displacement currents through these parasitic paths also increase. 

The shift toward 800-V powertrains further intensifies this issue. High-voltage systems require switches that can 

withstand greater stress, and the transition to WBG materials like SiC allows for even faster switching speeds. While 

these materials reduce switching losses and allow for higher operating temperatures, they significantly broaden the 

frequency spectrum of the generated EMI (Amin and Choi, 2019). The characterization of CM EMI in systems with 

emerging WBG switches reveals that the high-frequency content can extend into the hundreds of megahertz, overlapping 

with the frequency bands used for radio communication and high-speed data transfer. 

Systems integration plays a vital role in managing these conducted emissions. As Boroyevich et al. (2014) argue, 

conducted EMI cannot be viewed as a localized phenomenon; it is a system-level integration challenge. Every cable, 

connector, and housing in the EV acts as a potential antenna or transmission line for interference. Therefore, modeling 

and simulation methodologies are essential for predicting EMI behavior before physical hardware is built. Approaches 

such as those proposed by Lai et al. (2006) for inverter EMI modeling allow designers to simulate the impact of different 

PWM schemes and filter topologies on the overall emission profile. 

The complexity of these models is significant. An effective EMI model must account for the non-ideal behavior of every 

component. For instance, an inductor is not just an inductance; it has parasitic capacitance and resistance that change 

with frequency. Similarly, a capacitor has equivalent series inductance (ESL) that limits its effectiveness at high 

frequencies. Modeling AC/AC power converters or flyback converters (Espina et al., 2010; Longtao et al., 2012) requires 

a deep understanding of these high-frequency parasitics. Without accurate modeling, suppression techniques such as 

adding filters can unintentionally create resonances that amplify noise at certain frequencies. 

Automotive Communication Protocols and Vulnerabilities 

Parallel to the power distribution challenges is the evolution of automotive communication. The industry has moved 

from simple, low-speed networks to high-bandwidth architectures. The Local Interconnect Network (LIN) and the 

Controller Area Network (CAN) have long been the workhorses of automotive electronics. LIN, defined in its 2.0 

specification (LIN Consortium, 2003), provides a cost-effective solution for low-speed functions like seat adjustments 

or mirror controls. CAN, introduced by Robert Bosch GmbH (1991), offers a more robust, differential-signaling 

approach for engine management and safety-critical systems. 

However, neither LIN nor CAN can handle the massive data throughput required for modern ADAS and autonomous 
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driving features. The integration of multiple cameras, radar, and LIDAR sensors necessitates data rates in the gigabit 

range. This has led to the adoption of automotive Ethernet, specifically 10G variants, which provide the bandwidth 

necessary for real-time video processing and sensor fusion. 

The vulnerability of these high-speed networks to EMI is profound. In a 10G Ethernet system, the bit period is extremely 

short, meaning even a brief transient from a power converter can cause a bit error. Furthermore, because these networks 

often run alongside high-voltage power cables in the vehicle's wiring harness, the risk of inductive and capacitive 

coupling is high. This is particularly problematic in ADAS lighting control systems, where the camera sensors must 

communicate with the central processing unit to adjust illumination patterns in real-time based on environmental 

conditions. 

The mitigation of EMI in 10G automotive Ethernet requires a multifaceted approach. Beyond standard differential 

signaling, which provides a degree of inherent noise immunity, specialized shielding and PCB design techniques are 

required. Karim (2025) demonstrates that hyperLynx-validated shielding can significantly reduce interference in camera 

PCB designs for ADAS. This involves the use of dedicated ground planes, controlled impedance traces, and strategic 

placement of shielding cans to isolate sensitive analog-to-digital converters from the noisy digital environment. 

Regulatory Framework and Engineering Standards 

The global nature of the automotive industry necessitates harmonized standards to ensure vehicle safety and 

interoperability. The United Nations "Agreement Concerning the Adoption of Harmonized Technical United Nations 

Regulations" (1958) remains a cornerstone of automotive regulation. This framework ensures that any vehicle or part 

approved in one signatory country is recognized in others, provided it meets the specified EMC requirements. These 

regulations define the limits for both narrowband and broadband emissions, ensuring that vehicles do not interfere with 

external communication infrastructure. 

Similarly, European Commission Directive 2004/104/EC provides a comprehensive legal framework for the 

electromagnetic compatibility of vehicles. It addresses both the emissions from the vehicle and the immunity of the 

vehicle to external sources, such as radio transmitters and power lines. For manufacturers, compliance with these 

directives is not optional; it is a prerequisite for market access. 

As vehicles become more reliant on wireless charging and unmanned aerial vehicle (UAV) integration, the scope of 

these standards is expanding. Wireless charging systems, which use inductive coupling to transfer power to the vehicle 

battery, are significant sources of low-frequency magnetic fields. The review of UAV wireless charging fundamentals 

(Chittoor et al., 2021) highlights the need for new standards that address the unique interference profiles of these 

systems. The interaction between a vehicle's wireless charging pad and its internal high-speed data networks is an area 

of ongoing research and regulatory development. 

Methodology  

The research methodology employed in this study focuses on a combination of theoretical modeling and simulation-

based validation. The goal is to identify the primary coupling paths for EMI in an 800-V EV powertrain and to evaluate 

the effectiveness of various suppression techniques for 10G Ethernet communication. 

The first phase of the methodology involves the development of a high-fidelity model for a bi-directional DC-DC 

converter. Using the parameters defined in recent literature (Hariharan et al., 2023), the converter is modeled to include 

parasitic inductances and capacitances of the power switches and the PCB layout. The switching characteristics of SiC 

MOSFETs are simulated to capture the high dv/dt transients that drive common-mode noise. This allows for a detailed 

analysis of conducted emissions in the frequency range of 150 kHz to 108 MHz, which corresponds to the standard 

limits set by CISPR 25. 

The second phase focuses on the signal integrity of the 10G automotive Ethernet link. A camera PCB design for an 

ADAS lighting control system is used as the test case. The methodology utilizes HyperLynx-validated simulation to 

assess the impact of different shielding strategies. This includes comparing unshielded traces, traces with guard traces, 

and traces with complete metal shielding cans. The simulation also accounts for the simultaneous switching noise (SSN) 

that occurs when multiple digital outputs change state at the same time, a phenomenon that can significantly degrade 

signal-to-noise ratios in high-speed links. 

To mitigate this noise, a low-pass filter structure with an embedded capacitor is analyzed (Li et al., 2009). This structure 
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is designed to be integrated into the system-on-package (SoP) or the PCB substrate, providing high-frequency 

decoupling as close to the noise source as possible. The methodology evaluates the attenuation provided by this filter 

structure across the frequency spectrum used by the 10G Ethernet link. 

Finally, an engineering practical approach to suppressing electromagnetic radiation is explored, following the principles 

laid out by Jiandong et al. (2019). This involves the use of structural modifications to the vehicle's electronic control 

unit (ECU) housings and the optimization of the grounding scheme. By treating the entire vehicle as a complex 

electromagnetic system, the methodology ensures that suppression at the component level translates to compliance at 

the vehicle level. 

Results  

The analysis of the bi-directional converter reveals that the use of SiC switches, while improving efficiency by 

approximately 3%, leads to an increase in common-mode conducted emissions by up to 15 dB in the 30-60 MHz range 

compared to traditional Silicon (Si) IGBTs. This increase is directly attributable to the faster switching transitions, which 

excite the parasitic resonances of the converter’s physical structure. The simulation shows that without additional 

filtering, these emissions would exceed the United Nations and European Commission limits by a significant margin. 

In the 10G automotive Ethernet simulation, the impact of these power-level emissions on signal integrity is evident. In 

an unshielded configuration, the eye diagram of the 10G signal shows significant closure, indicating a high probability 

of bit errors. The inductive coupling from the nearby high-voltage cables introduces transient spikes that periodically 

exceed the noise margin of the Ethernet receiver. 

However, the application of HyperLynx-validated shielding (Karim, 2025) provides a dramatic improvement. By 

implementing a dedicated shielding layer on the PCB and utilizing high-quality shielded twisted pair (STP) cables, the 

coupled noise is reduced by over 40 dB. This restores the eye diagram to a wide-open state, ensuring reliable data 

transmission even during peak switching events in the power powertrain. 

The results also highlight the effectiveness of the embedded capacitor low-pass filter structure. Unlike discrete 

decoupling capacitors, which are limited by their lead inductance, the embedded structure provides a consistent low-

impedance path to ground up to several gigahertz. This is particularly effective at mitigating SSN in the camera PCB’s 

digital processing unit, preventing the internal digital noise from leaking into the sensitive analog front-end of the camera 

sensor. 

Furthermore, the study of 800-V powertrain benefits (Aghabali et al., 2021) suggests that while the higher voltage levels 

present EMI challenges, they also allow for the use of thinner power cables due to lower current requirements. These 

thinner cables have lower parasitic capacitance to the chassis, which can, if managed correctly, actually reduce the total 

common-mode current circulating through the vehicle's ground system. This counter-intuitive finding emphasizes the 

importance of holistic system-level analysis over component-level focus. 

Discussion 

The findings of this research have significant implications for the future of electric vehicle design. The shift toward 

higher voltages and faster switching speeds is inevitable to meet consumer demands for range and charging speed. 

However, this shift cannot occur without a concomitant advancement in EMC engineering. 

One of the primary theoretical takeaways is the necessity of "EMC by Design." As the complexity of vehicles increases 

with the addition of IoT features and autonomous sensors, the traditional approach of testing and fixing is no longer 

viable. The interactions between systems are too complex to be addressed through trial and error. Instead, designers 

must utilize the modeling and simulation methodologies discussed (Lai et al., 2006; Farhadi and Jalilian, 2006) to predict 

and mitigate EMI at the earliest stages of the development cycle. 

The role of wide bandgap (WBG) semiconductors remains a central point of discussion. While SiC and GaN are the 

keys to more efficient and compact power electronics, they are also the primary drivers of the worsening EMI 

environment. Future research should focus on "active" EMI filtering techniques, where the switching patterns 

themselves are modulated (e.g., through spread-spectrum clocking or randomized PWM) to spread the interference 

energy over a wider frequency band, thereby reducing the peak emission levels. 

Another critical area for future exploration is the integration of wireless power transfer. As highlighted by Chittoor et 
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al. (2021), the proliferation of wireless charging for both vehicles and the UAVs they may carry will introduce new 

types of low-frequency magnetic interference. Ensuring that these high-power fields do not interfere with the high-speed 

data links required for ADAS is a major challenge. The use of metamaterials for localized magnetic shielding is one 

promising avenue that deserves further investigation. 

There is also a significant need to reconcile the different standards used across the globe. While the UN and EU have 

made great strides in harmonization, the rapid pace of technological change often leaves standards trailing behind. For 

instance, current standards may not fully account for the unique interference characteristics of 10G Ethernet in a high-

voltage automotive environment. Updates to CISPR 25 and ISO 11452 are needed to provide more specific guidelines 

for high-speed digital links. 

The limitations of this study should also be noted. The results are based on simulations and existing literature rather than 

physical bench testing of a full-scale 800-V vehicle. While the models used are highly sophisticated, the "real-world" 

environment of a vehicle includes many unpredictable factors, such as the aging of components and the variability of 

grounding connections over time. Future work should involve longitudinal studies of EMC performance as vehicles age 

in various environmental conditions. 

The integration of ADAS and autonomous driving features also introduces a safety-critical dimension to EMC. A bit 

error in a low-speed LIN network (LIN Consortium, 2003) might lead to a minor inconvenience, such as a window 

failing to roll up. However, a bit error in a 10G Ethernet link carrying data for a collision-avoidance system (Karim, 

2025) could have catastrophic consequences. Therefore, the discussion must move beyond simple "compliance" toward 

"functional safety" as defined by ISO 26262. EMC must be treated as a fundamental pillar of the safety case for 

autonomous vehicles. 

Conclusion 

This research has provided an extensive analysis of the electromagnetic compatibility challenges inherent in modern 

electric vehicles. By synthesizing data from 800-V power systems and 10G automotive Ethernet networks, it is clear 

that the future of automotive design depends on the successful management of high-frequency noise and the protection 

of high-bandwidth data. 

The transition to SiC-based power electronics offers significant efficiency advantages but requires sophisticated 

common-mode noise suppression and system-level modeling to meet international regulatory standards. 

Simultaneously, the protection of ADAS sensors and their communication links necessitates advanced PCB-level 

shielding and filtering techniques, such as embedded capacitors and HyperLynx-validated designs. 

As the automotive industry continues to evolve toward the $11 trillion IoT impact envisioned for the coming decade, 

the vehicle will become an increasingly dense environment of electromagnetic emitters and receivers. The holistic 

approach presented in this study-combining power electronics suppression, communication link protection, and 

regulatory adherence-provides a roadmap for engineers to navigate this complex landscape. Ultimately, the goal is to 

create vehicles that are not only efficient and intelligent but also electromagnetically silent and resilient, ensuring the 

safety and reliability of the next generation of transportation. 
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